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1 Overview

Bitcoin is developed to be a payment system that allows online payments between parties without
a central authority: a decentralized peer-to-peer cash system or cryptocurrency. Because the design
of Bitcoin is based on cryptographic proofs instead of trust, Bitcoin is based on various mathematical
principles. Bitcoin is designed to be comprehensible by the average user, which means the cryptography
is hidden in the internal functionality of the system. Its software is an open source project, meaning its
design is public. The Bitcoin core has matured and experienced multiple adjustments in order to add
features and improve efficiency, making it challenging to understand the principles and foundation it
is based on.

This suggests the need for an educational implementation of a cryptocurrency based on Bitcoin, which
exposes both the inner workings and the mathematics that supports the Bitcoin system. Such a tool pro-
vides a way for interested parties, such as Bitcoin enthousiasts and students, to explore and experiment
with the structure and functioning of Bitcoin.

To this end, the Brabocoin application was developed. It is based on the foundation of Bitcoin and pro-
vides interested parties with an environment where they can explore and experiment with the workings
of cryptocurrencies. In order to find out more about the Brabocoin application and its differences com-
pared to Bitcoin, see the report available at https://brabocoin.org.

This manual provides an overview of all functionality present in the Brabocoin application. In Section 2,
every page of the Brabocoin application is described. All pages are displayed with a short description
and a list of all functionality available on the page. In Section 3, a list of short tutorials is provided.
Each tutorial explains in detail how to use one specific aspect of the application.

We do not recommend reading the entire manual. Instead, the manual should be used as a point of
reference, in case something in the application is unclear.
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2 Page descriptions

This section describes each page of the Brabocoin application in detail. Section 2.1 provides descriptions
of the pages belonging to initialization, startup and the general overview of the Brabocoin application.
The remaining sections each cover one of Brabocoin’s main menu items, including all pages that belong
to this menu item.

2.1 General

In this section, the initialization and startup pages of the Brabocoin application are covered. Afterwards,
a general overview of the Brabocoin application is provided, together with the application log and the
settings menu.

2.1.1 Starting the application

When the Brabocoin application is started, the application will first load data from disk. This is indicated
by the progress bar displayed on the loading screen. When loaded, either a Password creation dialog
or an Unlock wallet dialog will be displayed (see Sections 2.1.2 and 2.1.3), depending on whether an

existing wallet was already saved on disk.

Loading data from disk...

2.1.2 Password creation

When the Brabocoin application is started for the first time, a new wallet must be created. To this end,
a password must be entered, which is used to secure the wallet. This password must be filled in every
time the Brabocoin application started.

[ Brabocoin 04 [ > |

Create a password to encrypt your wallet

Confirm password: @

1. In the Password field, a password must be entered.
2. In the Confirm password field, the same password must be entered again.

3. The Unlock button creates a wallet with the provided password. The Cancel button closes the
application.

2.1.3 Unlock wallet
When the Brabocoin application is started with an existing wallet, the wallet must be unlocked. To this
end, the password used to secure the wallet must be entered.

) Brabocoin 04 [ > |

Unlock your wallet

1. In the Password field, the password used to secure the wallet, must be entered.

2. The Unlock button attempts to unlock the wallet with the provided password. The Cancel button
closes the application.
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2.1.4 Synchronizing

Once the wallet is unlocked (see Section 2.1.3), the application will automatically start synchronizing
the blockchain. During the synchronization process, the entire application is blocked and cannot be
used yet.

() Brabocoin 0.4 - oIEl
® The blockchain is synchronizing, please wat.. @

©)

1. This message indicates that your blockchain is synchronizing.

2. The entire application is grey and can not be used yet.

2.1.5 General overview

When the Brabocoin application is opened and the blockchain is synchronized (see Section 2.1.4),
a page is displayed showing the current state of the blockchain. A main overview of the Brabocoin
application is now provided.

(5] Brabocoin [development version] - olEH
Blockchain | Transaction pool (3) omhanmocks@pmnnansacuonsu) Recently rejected blocks (3) - Recently rejected transactions (2) | UTXO set
E Brabocoin - - - - -
Height  Time received Hash Size (kB)  Mined by me

76 2019-03-20 11:0924 00001 1E7BCO45D12B7 1411547711D488E404D087EA2E 0,16 No a
S Curren e

75 2019-03-20 11:09:19 ¥ 2 F 016 Yes

7 2019-03-20 11:09:11 3 7 20 051 No
4 Mining 72 2019-03-20 11:07:02  000014EFOE2E70, 7 s 016 No

Bl 2019-03-20 11:0656  00000ES: Yes
‘A" Network 70 2019-03-20 11:06:40 No

69 2019-03-20 11:0523 No

68 2019-03-20 11:05:18 No

67 2019-03-20 105909 O Yes

66 2019-03-20 10:5903 No

65 2019-03-20 10:58:58 No

64 2019-03-20 105857 00 No

63 2019-03-20 105856 O No

62 2019-03-20 10:58:55 No

61 2019-03-20 10:58:40 Yes

60 2019-03-2010:5839 00002 No

59 2019-03-20 105838 O No

58 2019-03-20 105838 No

s7 2019-03-20 10:5838 No

56 2019-03-20 10:5835 Yes

55 2019-03-20 105833 O No

54 2019-03-20 105833 No

53 2019-03-2010:5832 00000 No

52 2019-03-20 10:5832 No

51 2019-03-20 10:5831 No

50 2019-03-20 10:58:31 No

49 2019-03-20 10:5830 No

48 2019-03-2010:5830 00 No

a7 2019-03-20 10:5829 Yes

46 2019-03-20 10:58:26 0000186 No v
Log @ S,

1. Onthe left, the Brabocoin logo and navigation menu are displayed. The navigation menu contains
the following menu items:

* Current state (see Section 3.4) provides information on the current state of your Brabocoin
application. Among others, the transaction pool and blockchain can be viewed here. Next
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to this, rejected blocks and transactions can be viewed and blocks and transactions can be
validated.

* Wallet (see Section 2.3) displays a list of key pairs and information on your balance and
your transaction history. Here, new transactions can be created.

* In Mining (see Section 2.4), new blocks can be mined.

* Network (see Section 2.5) displays your network information. All messages that are sent to
and received from your peers can be viewed. Peers can be added or removed.

2. When a menu item is selected, the main view will switch to that menu item. The functionality
for this menu item is divided into multiple tabs. These tabs differ for each menu item and are
described in the section corresponding to the menu item.

3. The content of the chosen tab is displayed in the middle of the page. In the example figure, the
blockchain page is displayed.

4. Inthe bottom-left corner, you can click the Log button to open or close the application log. This log
keeps track of everything that the application is doing. See Section 2.1.6 for more information.

5. In the bottom-right corner, you can click the Settings icon to open the settings dialog. Here, you
can change network independent configuration values like your port number, but also network
dependent consensus values such as the target value. See Section 2.1.7 for more information.

2.1.6 Logging

The application log describes everything that the Brabocoin application is doing, up to a chosen level
of detail.

o Brabocoin [development version] - olEHE

a Blockchain | Transaction pool (0) | Orphan blocks (0) | Orphan transactions (1) | Recently rejected blocks (3) = Recently rejected transactions (2) = UTXO set
Brabocoin
Height Time received Hash Size (kB) Mined by me

- 2019-03-20 16:19:44 0001 16 Yes
& Current state 87 2019-03-20 16:19:42
B Wallet 86 2019-03-20 16:19:40
85 2019-03-20 16:19:39
# Mining 84 2019-03-20 16:19:36
83 2019-03-20 16:19:34
‘A’ Network 82 2019-03-20 15:5028
81 2019-03-20 15:50:27
80 2019-03-20 15:50:26
79 2019-03-20 15:50:24
7 2019-03-20 15:44:33
7 2019-03-20 15:44:16
76 2019-03-20 11:09:24

75 2019-03-20 11:09:19 00

Application log

1. In the Show log level dropdown, a log level can be selected. Only log statements that have an
equal or higher level are recorded in the log. For example, if Info is chosen as level, only Info,
Warning and Severe log statements are displayed.

2. The following tools can be used to read the logs:

e The arrow icon toggles line wrapping. If line wrapping is enabled, lines that do not fit on
the screen are split onto the next line.

* The double arrowhead icon scrolls down to the most recent log statement.

* With the search icon, it is possible to search through the logs using a specific keyword.
Regular expressions can also be used to search.
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3. Each log statement starts with the date and time it was recorded, followed by the Java class and
method that placed the log statement. On the next line, the log level and description of the log
statement are displayed.

4. By clicking the minimization icon in the top-right corner, the application log is closed.

2.1.7 Settings

In the Settings dialog, some settings regarding the network, storage and the consensus of Brabocoin can
be changed. Beware that changing consensus values might invalidate incoming blocks and transactions
on your current network (see Section 2.2.5). An easy recovery procedure is to uninstall the Brabocoin
application to get rid of the corrupted data.

. Preferences - oIEN

RO ®
Storage General
Consensus Network ID 1

Service port number 56129

Target peer count 25

Dl Wy

Update peer interval (5) 45

Allow local peers. @

Advanced
Number of orphan blocks before syncing | 10
Message processing interval (ms) 500

Handshake response deadline (ms) 2000

IR

@ Reset Save Cancel

1. In the search bar, you can search through the different settings to find a specific value.
2. Below the search bar, the following three groups of settings are displayed:

* Network settings, such as the port and network ID.

* Storage settings, such as folder names and size limits.

* Consensus settings, such as the target value. Changing consensus values allows the creation
of invalid blocks and transactions. Be aware that this might corrupt your data in your current
network (see Section 2.2.5).

3. Using the Undo and Redo buttons, the last changes can be undone and redone.

4. In the middle, the settings belonging to the chosen group are displayed. Each setting displayed
here can be changed.

5. The Reset button resets all settings back to their original value. The Save button saves the changes
made, which requires restarting the application for the changes to be applied. The Cancel button
discards the changes made and closes the Settings dialog.

Brabocoin 8



2.2

Current state

By clicking Current state in the navigation menu, as explained in Section 2.1.5, information is displayed
on the current state of your Brabocoin application. The following tabs can be opened:

2.2.1
The B

Blockchain: this tab opens the blockchain page. See Section 2.2.1 for more information.

Transaction pool: this opens the transaction pool, which contains all valid transactions that are
not yet included in a block in the blockchain. The trailing number in parentheses indicates the
amount of transactions currently in the transaction pool. See Section 2.2.2 for more information.

Orphan blocks: this page displays all orphan blocks, which are blocks that reference an unknown
parent block (also called the previous block). The trailing number in parentheses indicates the
current amount of orphan blocks. See Section 2.2.3 for more information.

Orphan transactions: this page displays orphan transactions, which are transactions that reference
an unknown input. The trailing number in parentheses indicates the current amount of orphan
transactions. See Section 2.2.4 for more information.

Recently rejected blocks: this page displays blocks that are invalid. The trailing number in paren-
theses indicates the current amount of recently rejected blocks. See Section 2.2.5 for more infor-
mation.

Recently rejected transactions: this page displays transactions that are invalid. The trailing number
in parentheses indicates the current amount of recently rejected transactions. See Section 2.2.6
for more information.

UTXO set: this page displays the set of all transaction outputs that are currently unspent. See
Section 2.2.7 for more information.
Blockchain page

lockchain page will be displayed after the application was started and the wallet was unlocked

(see Section2.1.3). It displays the main chain of the current network, which is the longest chain of
blocks in the current blockchain. Notice that not the entire blockchain can be viewed: forks are not
displayed.

o

S Current state

B Wallet
& Mining

“A? Networ

1.
2.

a Brabocoi ‘B\o(k(ham‘ Transaction pool (3) | Orphan blocks (0) | Orphan transactions (1) | Recently rejected blocks (3) | Recently rejected transactions (2) | UTXO set
rapocoin
H=® Time. meiv@ Hash Siu Mined b)@

Brabocoin [development version] -8 n

76 2019-03-20 11:0) oo

75 2019-03-20 11:09:19
7 2019-03-2011:09:16
73 2019-03-20 11:09:11
72 2019-03-20 11:07:02
n 2019-03-20 11:06:56
K 70 2019-03-20 11:06:40
69 2019-03-20 11:05:23
68 2019-03-20 11:05:18
67 2019-03-20 10:59:09
& 2019-03-2010:5903
65 2019-03-20 10:58:58
64 2019-03-20 10:58:57
63 2019-03-20 10:58:56
62 2019-03-20 10:58:55
61 2019-03-20 10:58:40
60 2019-03-20 10:58:39

59 2019-03-20 10:58:38
58 2019-03-20 10:58:38
57 2019-03-20 10:58:38
56 2019-03-20 10:5835
55 2019-03-20 10:58:33
54 2019-03-20 10:58:33
53 2019-03-20 10:58:32
52 2019-03-20 10:58:32 016 No
51 2019-03-20 10:58:3
50 2019-03-20 10:58:31
29 2019-03-20 10:58:30
48 2019-03-20 10:58:30

0,16 No
0,16 No
a7 2019-03-20 10:58:29
46 2019-03-20 10:58:26 00

The Height column displays the height of the block in the main chain.

The Time received column displays the time at which the block was received. Notice that this is
not always equal to the time at which the block was mined. New blocks could have been mined
while the node was offline. These blocks are received at the moment you start the application
and the blockchain is synchronized.

Brabo
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3. The Hash column displays the hash of the block. This is equal to the double SHA-256 hash of
the data in the block header of the block. The block header of a block can be viewed on the
page explained in Section 2.2.8. Notice that each valid block hash starts with a number of zeros,
because the proof-of-work algorithm states that the block hash of a valid block must be smaller
than a specified target value.

4. The Size column displays the size of the block in kilobytes.
5. The Mined by me column displays whether the block was mined by you, or not.

6. When clicking on block in the table, the Block detail view side pane (see Section 2.2.8) will open
on the right. This pane shows detailed information on the block that was clicked. If the row is
clicked again, the Block detail view side pane will close.

2.2.2 Transaction pool

When a transaction is created, it is placed in the transaction pool before someone mines a block in-
cluding the created transaction. All transactions in the transaction pool are valid, but they are not yet
included in the main chain of the blockchain.

The transaction pool is divided in two parts: independent transactions and dependent transactions. In-
dependent transactions can be mined immediately: they only reference transactions that are already
included in a block in the blockchain. Dependent transactions, on the other hand, reference one or more
transactions that are still in the transaction pool. These dependent transactions can only be mined once
the referenced transactions in the transaction pool have been mined.

Note that when the application is closed, all transactions in the transaction pool are discarded. When the
Brabocoin application is started, the transaction pool is synchronized with other nodes in the network.

() Brabocoin [development version] - IEl

. Blockchain | Transaction pool (3)| Orphan blocks (0) | Orphan transactions (1) | Recently rejected blocks (3) = Recently rejected transactions (2) | UTXO set
Brabocoin £
Independent transactions m@

£ Current state

B Wallet
& Mining

A Network

Dependent transactions (1)
Hash

Log L]

1. In the Independent transactions section, all independent transactions in the pool are displayed.
In the description above is explained which transactions are independent. The number between
parentheses indicates the amount of independent transactions in the transaction pool.

2. The Hash column displays the hash of the independent transaction. This is equal to the double
SHA-256 hash of the data of the (signed) transaction.

3. Each row represents an independent transaction in the transaction pool. When such a row is
clicked, the Transaction detail view side pane (see Section 2.2.9) will open on the right. This pane
shows detailed information on the transaction that was clicked. If the row is clicked again, the
Transaction detail view side pane will close.

4. In the Dependent transactions section, all dependent transactions in the transaction pool are dis-
played. In the description above is explained which transactions are considered dependent. The
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number between parentheses indicates the amount of dependent transactions in the transaction
pool.

5. The Hash column displays the hash of the dependent transaction. This is equal to the double
SHA-256 hash of the data of the (signed) transaction.

6. Each row represents a dependent transaction in the transaction pool. When such a row is clicked,
the Transaction detail view side pane (see Section 2.2.9) will open on the right. This shows de-
tailed information on the transaction that was clicked. If the row is clicked again, the Transaction
detail view side pane will close.

2.2.3 Orphan blocks

Each block in the blockchain contains a reference to a parent block in the blockchain. This parent
block is referenced by including the previous block hash in the block header of the current block (see
Section 2.2.8). Note that it is this reference that constructs a chain of blocks. It could, however, happen
that a block is received that contains a reference to a parent block that is unknown. For example, the
parent block might have been missed, or might not even exist at all. Such a block, with an unknown
previous block hash, is called an orphan block, and these blocks are displayed on the Orphan blocks
page. Note that when the application is closed, all orphan blocks are discarded.

(5] Brabocoin [development version] - 5IEE

. Blockchain | Transaction pool (0) | Orphan blocks (1) | Orphan transactions (0) | Recently rejected blocks (0) = Recently rejected transactions (0) | UTXO set

Brabocoin

Heig
215 foo 4c2a5400peck08Cs 3090CSDEE6103F

£ Current state @

| Wallet

& Mining

YA’ Network

Log o

1. The Height column displays the height of the orphan block, which is stored in the block header
of the orphan block.

2. The Hash column displays the hash of the block. This is equal to the double SHA-256 hash of the
data in the block header.

3. Each row represents an orphan block. When such a row is clicked, the Block detail view side pane
(see Section 2.2.8) will open on the right. This shows detailed information on the block that was
clicked. If the row is clicked again, the Block detail view side pane will close.

2.2.4 Orphan transactions

Each transaction contains one or more references to outputs of earlier transactions. These form the
inputs that are being spent in this transaction. This reference includes the hash of the (signed) trans-
action, and the index of the referenced output in the transaction. It could, however, happen that a
transaction contains a reference to some transaction output that is unknown. For example, the refer-
enced transaction might have been missed, or might not even exist at all. Such a transaction with an
unknown reference is called an orphan transaction, and these transaction are displayed on the Orphan
transactions page. Notice that indeed an orphan transaction could also be invalid if the referenced
transaction does not exist at all. However, since at the time we cannot distinguish between an invalid

Brabocoin 11



orphan transactions or a missed orphan transaction, no orphan transaction is seen as invalid. When
the application is closed, all orphan transactions are discarded.

() Brabocoin [development version] - o IEHE
. Blockchain | Transaction pool (3) | Orphan blocks (0) | Orphan transactions (1) | Recently rejected blocks (3) = Recently rejected transactions (2) | UTXO set
Brabocoin
DCB3D676C478ATE crezeenseRg e ca17s| 230

£ Current state

B Wallet

# Mining

A Network

°

1. The Hash column displays the hash of the orphan transaction. This is equal to the double SHA-256
hash of the data of the signed transaction.

2. Each row represents an orphan transaction in the transaction pool. When such a row is clicked,
the Transaction detail view side pane (see Section 2.2.9) will open on the right. This shows de-
tailed information on the transaction that was clicked. If the row is clicked again, the Transaction
detail view side pane will close.

2.2.5 Recently rejected blocks

In the Brabocoin application, it is possible to create invalid blocks. For example, the target value can
be changed (see Section 2.1.7) to make mining easier. Other users will reject the block, because it has
an incorrect target value and is therefore invalid. These rejected blocks are displayed on the Recently
rejected blocks page. Note that when the application is closed, all rejected blocks are discarded.

() Brabocoin [development version] - O IEH
. Blockchain | Transaction pool (3) | Orphan blocks (0) | Orphan transactions (1) ‘Retemlymected blocks (3) || Recently rejected transactions (2) | UTXO set
Brabocoin -

Heig Hash Failed validatic

— 27 SDB  Block is already !

£ Current state e
28 91 Block is already stored

B Wallet 68 Incorrect target value

# Mining

“A? Network

1. The Height column displays the height of the rejected block in the main chain.

2. This is equal to the double SHA-256 hash of the data in the block header.

Brabocoin 12



3. The Failed validation rule column indicates why the block is invalid. In the image above, two
blocks were invalid because they were already stored. This happens if you receive a certain block
from one peer first and later from another peer. The third block in the image above is invalid
because was mined with an incorrect target value. If you want more information on the validation
of a block, you can validate the block again by clicking the Validate button (see Sections 3.4.4).

4. Each row represents a rejected block. When such a row is clicked, the Block detail view side pane
(see Section 2.2.8) will open on the right. This shows detailed information on the block that was
clicked. If the row is clicked again, the Block detail view side pane will close.

2.2.6 Recently rejected transactions

In the Brabocoin application, it is possible to create invalid transactions. For example, you could spend
more money in the transaction outputs than you referenced in the transaction inputs. Other users
will reject the transaction, because it is invalid. These rejected transactions are displayed on the Re-
cently rejected transactions page. Note that when the application is closed, all rejected transactions are
discarded.

Brabocoin [development version] - o IEH

. Blockchain | Transaction pool (3) | Orphan blocks (0) | Orphan transactions (1) | Recently rejected blacks (3) | Recently rejected transactions (2) | UTXO set
Brabocoin
Failed validation rule

Hash,

= Transaction contains invalid sig

S Current state
Insufficient transaction fee

| Wallet

& Mining

YA’ Network

Log ]

1. The Hash column displays the hash of the rejected transaction. This is equal to the double SHA-
256 hash of the data of the (signed) transaction.

2. The Failed validation rule column indicates why the transaction is invalid. In the image above,
one transaction is invalid, because it contains invalid signatures. If you want more information
on the validation of transactions, you can validate a transaction again by clicking the Validate
button (see Section 3.4.5).

3. Each row represents a rejected transaction. When such a row is clicked, the Transaction detail
view side pane (see Section 2.2.9) will open on the right. This shows detailed information on the
transaction that was clicked. If the row is clicked again, the Transaction detail view side pane will
close.

2.2.7 UTXO set

All inputs of a transaction must reference a transaction output that is not yet spent. It does not only
take much time to find the referenced transaction output in the blockchain, but it is also expensive to
check that the referenced output is not already spent in another transaction. To speed up this process,
the application keeps track of a so-called UTXO set: an index of all unspent transaction outputs. The
outputs in the UTXO set are displayed on the UTXO set page. Note that on this page, it is possible to
sort the UTXO set on a property by clicking on the name of the column you wish to sort on.
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. Blockchain | Transaction pool (3) | Orphan blocks (0) | Orphan transactions (1) | Recently rejected blocks (3) | Recently rejected transactions (2) ‘urxom‘
Brabocoin
© The UTXO set maintains the list of outputs of transactions in the blockchain that are unspent. Every row represents such an output.
£ Current state Block h Transaction 4 outputin Address Any Coig Inmy
A AcSABF 57C20414884D6E1 : svesQvdtab ixogsem ) N
27CA” Yes Ye

B Wallet
& Mining

“A? Networ
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10,00
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1984 No No
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1001 Yes No
1000 Yes No
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1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes Yes
1000 Yes No
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1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes Yes
1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes Yes
1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes No
1000 Yes No

The Height column displays the height of the block that contains the unspent transaction output.

The Hash column displays the hash of the transaction that contains the unspent transaction out-
put. This is the double SHA-256 hash of the data of the signed transaction.

The Output index column displays the index of the unspent transaction output in the transaction
it is contained in.

The Address column displays the address to which the unspent transaction output transferred.
Note that only the owner of this address can spend the unspent transaction output. The address
is displayed in Base58Check format.

. The Amount column displays the amount of brabocoin that is transferred in this unspent transac-

tion output.

The Coinbase column indicates whether the unspent transaction output is from a coinbase trans-
action. The coinbase transaction of a block pays the mining reward and transaction fees to the
miner of the block.

The In my wallet column indicates whether the transaction output was paid to an address of which
your wallet contains the corresponding private key. If this column displays yes, this means you
can spend this unspent transaction output.

Each row represents an unspent transaction output. All information on this output is provided in
the table.

Block detail view

The Block detail view displays all information that is stored in a block. Next to this, blocks can be
validated in this view and the raw data of the block can be displayed. This raw data can be used to

calcul

ate, for example, the block hash of the block.

Brabo
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SOIORE

Header hash 0
Block header @
Network ID )

Previous block hash

Merkle root

Target value

Block height 73

Nonce 0scoc3ee
Block details @

Time received 2019-03-20 11:09:11
Number of transactions 2

Output total 30,00 BRC

Size 0,505 kB

Transactions

v Coinbase u; Zction

Hash FC957719A1F51009B515E995C2F1EBE495A26ALFE27E37983DB032ZFRIDCCAETE

Outputs
Index Address Amount

0 15FMsveSQudtObtl KIWE40EnFb81 KagSam 1001

Inputs
Index

0

1

Output index
70
30

Outputs
Index Address Amount
0 1rEm 1 B 19.84

1 1290

015

Signatures
Index R
0

1
Show dala@

1. Block #73 indicates the block height of the block, which is 73 in this example.

2. The Validate button allows you to validate the displayed block. After clicking this button, you can
choose between Quick and Complete. The quick validation skips some validation checks, because
these checks are expensive to verify once a block is processed and included in the blockchain.
The complete validation performs all validation checks. Note that when the blockchain is long,
complete validation may take a while to finish. Both options will open a Validation dialog (see
Section 2.2.11).

3. The Show data button opens a Data view dialog (see Section 2.2.10). This dialog displays the raw
data of the block, which can be used to calculate the block hash of the block.

4. The Header hash is the double SHA-256 hash of the information in the block header and is often
called the Block hash.

5. Under Block header, all information that is stored in a block header is displayed:

* The Network ID displays the network ID of the block. Only blocks with the same network ID
as defined in your settings are processed; other blocks are seen as invalid on this network.

* The Previous block hash is a reference to a previous block in the blockchain. It is this reference
that constructs a chain of blocks.

e The Merkle root is the root of the Merkle tree of all transaction hashes contained in the block.

* The Target value displays the target value that was used to mine the block. This indicates
the difficulty of the proof-of-work algorithm used to mine the block. Notice that, for a block
to be valid, the header hash has to be smaller than the set target value.

* The Block height is displayed again.

* The Nonce is an arbitrary integer, represented in hexadecimal format. The nonce is varied in
the proof-of-work algorithm, in order to find a block hash smaller than the set target value.
The nonce thus allows randomness in blocks, which makes mining possible.

6. Under Block details, some additional information on the block is displayed. This information is
not stored in the block itself:
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* The Time received displays the date and time at which the block was received. Notice that
this is not always equal to the time at which the block was mined. If the node was offline
for some time, blocks will be received at a later time.

e The Number of transactions counts the transactions in the block. Note that this includes the
coinbase transaction of the block.

* The Output total provides the total sum of the output amounts of all transactions in the
block.

* The Size displays the size of the block in kilobytes.

7. Under Transactions, all transactions in the block are displayed. The block in the example above
contains two transactions: one coinbase transaction and one regular transaction.

8. Under Coinbase transaction, the coinbase transaction of the block is displayed. First, the hash
of the transaction is displayed. It only contains an output that transfers the mining reward and
transaction fees to the miner of the block. The information can be collapsed and expanded by
clicking the displayed triangle.

9. The coinbase output contains an index (which is always 0), an address and an amount. The
address is the address where the mining reward and transactions fees are paid to. The amount
consists of the sum of the mining reward (10 BRC in the example above) and the transaction fees
(0.01 BRC in the example above).

10. Under Transaction 1, the Transaction detail view of the first non-coinbase transaction is displayed.
See Section 2.2.9 for more information. Note that in other blocks, more transactions could be
displayed underneath, if the block contains more regular transactions.

11. With the Show data button, it is possible to see the raw data of the displayed transaction. This
raw data can be used to manually calculate the hash of the transaction or the signatures for the
transaction.

2.2.9 Transaction detail view

The Transaction detail view displays all information that is stored in a transaction. Next to this, transac-
tions can be validated in this view and the raw data of the transaction can be displayed. This raw data
can be used to, for example, calculate the transaction hash of the transaction or verify the transaction’s
signatures.

Hash EES02197B1C7A2923

Inputs @
Index

0 ECE15CTED4

Outputs
Index Address Amount

0 1eviv 200

1 250
Signatures
Index

0 213d96686d1d5!

Transaction v@ Showd@ Pmpaga!eu@

Output index

1. The Validate button allows you to validate the displayed transaction. This will open the Validation
dialog (see Section 2.2.11).

2. The Show data button opens the Data view dialog (see Section 2.2.10). This dialog displays the
raw data of the transaction. This raw data can be used to manually calculate the transaction hash
or verify signatures.

3. The Propagate to peers button will send the transaction to all your peers. In case you receive a valid
transaction, this will happen automatically. However, invalid transactions are not automatically
propagated, and can thus be propagated manually using this button.

4. The Hash is the hash of the displayed transaction. This is the double SHA-256 hash of the data
of the signed transaction.
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5.

Under Inputs, all inputs, i.e. referenced transaction outputs, are displayed. Each input contains
the index of the input, the transaction hash of the referenced transaction and the output index of
the referenced unspent transaction output.

Under Outputs, all outputs of the transaction are displayed. Each output contains the output
index, the address of the recipient and the amount of brabocoin that is transferred.

Under Signatures, all signatures of the transaction are displayed. Each input must be signed
using a digital signature, which proves that you may spend the referenced unspent transaction
output. Each signature has an index and consists of three values, which together form the digital
signature: R, S and a public key.

2.2.10 Data view

The Data view dialog displays the raw data of blocks and transactions. This raw data can be used to
manually verify hashes, or calculate signatures.

4.

o Data view - olEl

Object name: Uns\gnszvanss(t@
JSON format @

Hashes @
SHA-256: b2

Double SHA-256: 732AFEBC

. The Object name gives the type of object that is opened. This can be a block, a signed or unsigned

transaction, or a message (see Section 2.5.2). Note that the raw signed transaction data can be
used to calculate a transaction hash, while the raw unsigned transaction data can be used to
calculate the signatures of a transaction.

Under JSON format, the data is provided in a human-readable format.

Under Raw hex data, a sequence of hexadecimal integers is displayed. This is the raw data of the
object, which can be used to calculate a hash or a signature manually.

Under Hashes, the SHA-256 hash and the double SHA-256 hash of the raw hex data are displayed.

2.2.11 Validation

To get an understanding of the validation of transactions and blocks, the Validation dialog can be used.
This dialog displays all rules that are checked in the validation process. Each rule also includes a
descriptions.

(5] Transaction Validation -0

© Transaction not already stored .
© Transaction size smaller than max transaction size Transaction | stewdea -
© Transaction s not coinbase e oy 10

© Non-empty input and output lists
© No duplicate inputs Inputs
© No double spending in transaction pool Index Referenced transaction ha:

© Valid inputs 0 153155en05cE 1

CCEFED72945CASEOAE

© Coinbase maturity check

© Legal output value

® Legal input value Outputs

Amount
2,00
500

© Sufficient transaction fee Index

O Correct signature amount 0
1

O Valid public keys in signatures
O Valid signatures
Signatures
Index
0

Sufficient transaction fee

e jer than the minir transaction fee
Inorderto compute th transacion' fe.we need o fin the Rfdence outputs of th
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1. In the top-left corner of the dialog, all validation rules are displayed. The icon in front of the rule
indicates the result of this validation step. A green checkmark icon indicates a passed rule and a
red cross icon indicates a failed rule. Sometimes it is impossible to check a validation rule at this
time, in which case the rule is skipped. Skipped rules are indicated with a grey horizontal bar
icon. Once one rule has failed, remaining rules are not checked which is indicated with a white
icon.

2. On the right hand side of the dialog, the Transaction detail view of the transaction that is being
validated, is displayed (see Section 2.2.9).

3. In the bottom-left corner of the dialog, a description of the selected rule is displayed.
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2.3 Wallet

By clicking the Wallets menu item in the navigation menu (see Section 2.1.5), your wallet is displayed.
The Wallets menu item contains the following two tabs:

* The Overview tab provides information on your balance and keys. Transactions can be created in
this tab.

* The Transaction history tab contains a list of all transactions that involve keys from your wallet.

2.3.1 Wallet overview

In the Wallet overview tab, information on your balance and key pairs is displayed.

o

Brabocoin [development version] -] x |

M | Overview | Transaction history
Brabocoin
Crsa[e\ransa(@ Clea[ek@ @
Balance info

Current state

Confirmed bal 90,15 BRC
| Wallet Pending; @ 437,22 BRC

& Mining

Spendable balance: 127,37 BRC

Immature mining reward: 30,00 BRC @

“A) Network

Key pairs

Index @ Address Confirmed balance (BRC)  Pending balance (
1 7s0igv 687 90,15

000

Immature mining reward (BRC)

30,00

0,00

]

. With the Create transaction button, a new transaction can be created. After clicking the button,
you can choose between Simple and Advanced. The first option opens the simple Transaction
creation dialog (see Section 2.3.3). Choose this option if you only want to quickly transfer some
brabocoin to a single address. The second option opens the advanced Transaction creation dialog
(see Section 2.3.4). Choose this option in order to gain more insight in the transaction data
structure. It also allows more complex transactions.

With the Create key pair button, a new private key is generated, with a corresponding public key
and address. The address will be displayed in the list of key pairs (see step 5).

. The Save button saves your wallet. Note that saving your wallet is also done automatically when
you close the application.

4. Under Balance info, your balance is displayed. It consists of the following parts:

* The Confirmed balance is the user’s balance, based only on the transactions that are already
mined in a block in the blockchain.

* Pending is the user’s additional balance, based on the transactions that are still in the trans-
action pool.

» Together, the confirmed balance and pending form the user’s spendable balance, the amount
of brabocoin the user can actually spend.

e The Immature mining reward consists of the user’s mining rewards, which will become
spendable after there are 10 blocks mined on top of the user’s mined blocks.

In the Key pairs table, each row indicates a key pair. For each key pair, the address and the
balances described above, are displayed. You can right click the address, in order to copy the
address itself or the corresponding private key. In the Brabocoin application, private keys can be
copied such that signatures can be calculated manually.

Brabocoin
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2.3.2

Transaction history

The Transaction history page provides a history of all the transactions that involve keys from your wallet.

(c)

Brabocoin [development version] -8 n

. Ovenview [ Transaction histary |
Brabocoin
Confirmed transactions

- Time recejy Block
S Current state
2019-03-20 1

Net ar
: h

+10,00

i Wallet 2019-03-20 10:57:29
2019-03-20 10:57:39 17 +10,00
& Mining 2019-03-20 10:57:50 23 +10,00
2019-03-20 10:57:57 30 +10,00
‘A" Network 2019-03-20 10:58:01 32 o +10,00
2019-03-20 10:58:12 37 +10,00
2019-03-20 10:58:22 41 +10,00
2019-03-20 10:58:29 47 +10,00
2019-03-20 10:58:35 56 +10,00
2019-03-20 10:58:40 61 +10,00
2019-03-20 10:59:09 67 +10,00
2019-03-20 11:06:56 7 +10,00
2019-03-20 11:08:12 73 -19,
Unconfirmed Uansa(lmn@
Time recejf
2019-03-20 1.
2019-03-20 11:14:3:
2019-03-20 11:17:50 EE: 197B1C7. +2,00
Log @
1. Under Confirmed transactions, all your transactions that are included in a block in the main chain

are displayed.

The Time received column displays the time at which the transaction was received (or created).

3. The Block height column displays the height of the block that includes the transaction.

10.

11.

2.3.3
If the

The Transaction hash column displays the hash of the transaction. This is the double SHA-256
hash of the data of the signed transaction.

The Net amount displays the net amount of brabocoin you spent (if it is red) or received (if it is
green) in the transaction.

Each row represents a transaction that involves keys from your wallet. When such a row is
clicked, the Transaction detail view side pane (see Section 2.2.9) will open on the right. This
shows detailed information on the transaction that was clicked. If the row is clicked again, the
Transaction detail view side pane will close.

Under Unconfirmed transactions, all your transactions that are not yet included in a block in the
main chain, are displayed.

The Time received column displays the time at which the transaction was received (or created).

The Transaction hash column displays the hash of the transaction. This is the double SHA-256
hash of the data of the signed transaction.

The Net amount displays the net amount of brabocoin you spent (if it is red) or received (if it is
green) in the transaction.

Each row represents a transaction that involves keys from your wallet. When such a row is
clicked, the Transaction detail view side pane (see Section 2.2.9) will open on the right. This
shows detailed information on the transaction that was clicked. If the row is clicked again, the
Transaction detail view side pane will close.

Transaction creation (simple)

Create transaction button was clicked in the Wallet overview page (see Section 2.3.1), and the

option Simple was selected, a Simple transaction creation dialog will open. In the Simple transaction
creation dialog, a transaction can be created that transfers brabocoin to a single recipient. These simple
transactions can be created to transfer brabocoin quickly.

Brabo
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) Transaction creation [ > |

Spendable balance: 127,37 BRC @

Address: |

Amount: 00

Fee: 00

@OE)

Change address | 12JoJwN3i7sQiQVuzaRBERWU79crBal

@ar\cel

The Spendable balance indicates the maximum amount of brabocoin that you can spend.
In the Address field, the address of the recipient must be filled in, in Base58Check format.
In the Amount field, the amount of brabocoin to be transferred must be filled in.

In the Fee field, the amount of transaction fees you wish to pay, must be filled in.

A

The Change address to which the change of the transaction should be transferred, can be selected
from the dropdown.

6. The Send and Cancel buttons sends the transaction and cancels the transaction creation, respec-
tively.

2.3.4 Transaction creation (advanced)

If the Create transaction button was clicked in the Wallet overview page (see Section 2.3.1), and the
option Advanced was selected, an Advanced transaction creation dialog will open. In the Advanced trans-
action creation dialog, complex transactions can be created. This dialog also provides more insight in
the transaction data structure of Brabocoin.

(&) Transaction creation - olEd

Outputs

Index Address Amount

@ No content i table
@ O
Index Referenced Tx Hash Output .. Address Amount

@ No content i table

Inputs.

Crea@ge @
Signatures

Index Rvalue S value Public key

@ No content in table
Copyto ASON Copy unslgn@ v@ @

1. With the plus icon, a new empty output can be added. With the minus icon, a selected output is
removed.

2. For each output, the Address (in Base58Check format) and Amount (in brabocoin) must be filled
in. The output index is filled in automatically.

3. The Find inputs button automatically finds unspent transaction outputs, that you can use to pay
the amount specified in your outputs. It is also possible to enter the inputs manually, see steps 4
and 5.

4. With the plus icon, a new empty input can be added. With the minus icon, a selected input is
removed.

5. For each input, the Referenced transaction hash and Output index must be filled in. The remain-
ing fields are filled in automatically, if you are the owner of the referenced unspent transaction
outputs.

6. The Create change button opens a dialog where you can specify the amount of transaction fee you
wish to pay. Also, a change address can be selected. This selection will create an extra output in
your transaction, that pays the change of the transaction to the specified address.
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10.
11.

12.
13.

The Sign button automatically create a signature for each input, provided you own the referenced
unspent transaction outputs. It is also possible to enter the signatures manually, see steps 8 and
9.

With the plus icon, a new empty signature can be added. With the minus icon, a selected signature
is removed.

For each signature, the R value, S value and public key must be specified. The signature index is
filled in automatically.

The Copy to JSON format button copies the entire transaction in JSON format.

The Copy unsigned data button copies the raw unsigned transaction data, i.e. the transaction
without the specified signatures.

The Validate button opens the Validation dialog and validates the transaction (see Section 2.2.11).

The Send button sends the transaction to your peers.
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2.4 Mining

By clicking Mining in the navigation menu, as explained in Section 2.1.5, the Mining page is opened.
On this page, new blocks can be mined on the blockchain.

2.4.1 Mining overview

This page displays all information on the current mining process.

(<)
B | @ con Ty mine #c tion
E Brabocoin e

£ Current state Mimng block #78©

| Wallet Mining details @
Time 0:00

 Mining

Brabocoin [development version] - o IEH

lterations  260.368

10
&) Network Target value

Best hash

Block header

Network ID

Previous block hash 000

Merkle root

Target value
Block height 78
Nonce 98DDEBES26

Block details

Number of transactions 2
Output total 15,00 BRC
Size 0366 kB

Transactions

» Coinbase transaction

» Transaction 1

Log Mining new block... o

1. The Continuously mine button starts a continuous mining process; when a valid block is received
with the height at which you are currently mining, it will automatically restart mining a new
block with the newly received block as its previous block.

2. The Mine single block button starts a mining process that always mines a single block.
3. The Stop button will stop any running mining process.

4. The Configuration button opens the Mining configuration dialog, see Section 2.4.2 for more infor-
mation.

5. Mining block #78 indicates the block height of the block that is currently being mined.
6. Under Mining details, some details on the current mining process are displayed:
* The Time indicates the elapsed time since you have started mining the current block.

e [terations indicates the amount of nonce values that have already been tried. For every nonce
value, the block hash is calculated and compared to the set target value; if it is smaller, a
valid block has been mined.

* The Target value displays the target value that is used to mine this block. This value indicates
the difficulty of the proof-of-work algorithm.

e The Best hash displays the lowest block hash that has been found so far.

7. Under Block header, the Block detail view of the block that is being mined, is displayed. See
Section 2.2.8 for more information.

2.4.2 Mining configuration

In the Mining configuration dialog, several mining settings can be set. For example, your mining reward
address can be specified in this dialog. It is also possible to mine on a fork, instead of mining on the
current top block on the main chain, by specifying the hash of the block you wish to mine on.
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) Mining configuration E

Mining reward address: 1ZJonNEWSQlQVuuRE6RWU79(rEqLan@

/| Mine on top bl

0K Cancel

?@

1. A Mining reward address can be selected with the drop-down menu. Note that only addresses
included in your wallet can be selected.

2. By default, Mine on top block is selected. This means that you always mine on top of the current
top block, and restart the mining process if a new top block is received. If you disable Mine on
top block, this enables you to create forks by mining on any block in the blockchain.

3. By entering a Parent block hash, it is possible to mine on a fork, by specifying the block hash of
the block you wish to mine on. This is only possible if Mine on top block is disabled.

4. The OK and Cancel buttons save and discard the configuration changes, respectively.
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2.5 Network

By clicking Network in the navigation menu, as explained in Section 2.1.5, information on your current
network is displayed. The following tabs can be opened:

* The Peers tab contains information on your current network and a list of your peers.

* The Messages tab contains a list of all network messages that you have sent and received.

2.5.1 Peer overview

The Peer overview page gives an overview of your current network and of your peers. On this page, it
is possible to add and remove peers.

o Brabocoin [development version] -] x |

. Peers | Messages
a Brabocoin @
Service info | |

£ Current state External IP address: 131.155.203.9

Local IP addresses:

B Wallet

Name 13 Hostname

& Mining Intel(R) Dual Band Wireless-AC 7260 131.155.2039  5142036.campus.tue.nl
VirtualBox Host-Only Ethernet Adapter 192.168.56.1  5142036.campus.tue.n!

‘A Network VMuware Virtual Ethemet Adapter for VMnet1  192.168.139.1  5142036.campus.tue.n!
VMuware Virtual Ethemet Adapter for VMnet§  192.168206.1 ~ 5142036.campus.tue.n!

Port: 56128
Network id: 42

Peers @
Hostname i Port Incoming messages  Outgoing messages

wlan-203223nbwituenl  131.155.203223 56129 13 7

1. The Refresh button will update the displayed service info.

2. Under Service info, your external IP address, local IP addresses, port and network ID are displayed.
When a peer is added, its external IP address needs to be entered. By default, the port number
used is 56129. Make sure you have the same network ID as the peers you wish to connect with.

3. Under Peers, a list of all your peers is provided. For each peer, their hostname, external IP address
and port number are displayed. Also, the amount of incoming messages and the amount of
outgoing messages are counted.

4. By clicking the plus icon, the Peer creation dialog is opened, which can be used to add a new peer.
By clicking the minus icon, a selected peer is removed. By clicking the Discover peers icon, the
application attempts to find new peers automatically.

2.5.2 Messages

The Messages page shows a list of all messages that have been sent to and received from any of your
peers.
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Brabocoin [development version] -8 “

(5]
. Peers | Messages
a Brabocoin ‘ ‘ - - -
Hostnam@ w@ @ Message@ nmerece@ s-z@

wlan-203223.nbw) 131.155.2 Handshake 2019-03-20 1 0,04

£ Current state

4 wian-203223nbwitvenl 131155203223 50840 AnnounceBlock 20190320 16:19:45 0,03
B Wallet 4 wlan-203223nbwivenl 131155203223 50840 GetBlocks 20190320 16:19:45 0,19
1+ wlan-203223nbwivenl 131155203223 56129 AnnounceBlock 20190320 16:19:44 0,03
4 Mining 4 wian-203223nbw.tuenl 131155203223 50840 AnnounceBlock 2019-03-2016:19:43 0,03
4 wian-203223nbwitvenl 131155203223 50840 GetBlocks 20190320 161942 0,19
‘A’ Network 1+ win-203223nbwivenl 131155203223 56129 AnnounceBlock 2019-03-20 16:19:42 0,03
4 wan-203223nbwivenl 131155203223 50840 AnnounceBlock 20190320 16:19:41 0,03
4 wian-203223nbwivenl 131155203223 50840 GetBlocks 2019-03-20 16:1%:40 0,19
4 wian-203223nbwitvenl 131155203223 50840 AnnounceBlock 2019-03-20 16:19:40 0,03
1t wlan-203223nbwivenl 131155203223 56129 AnnounceBlock 20190320 16:19:40 0,03
4 wlan-203223nbwivenl 131155203223 50840 GetBlocks 20190320 16:19:40 0,19
4+ wian-203223nbwivenl 131155203223 56129 AnnounceBlock 2019-03-20 16:19:39 0,03
4 wian-203223nbwitvenl 131155203223 50840 AnnounceBlock 2019-03-20 16:19:37 0,03
4 wlan-203223nbwivenl 131155203223 50840 GetBlocks 20190320 16:19:37 0,19
1+ wlan-203223nbwivenl 131155203223 56129 AnnounceBlock 20190320 16:19:36 0,03
4 wian-203223nbwivenl 131155203223 50840 Annuun(eB\o 2019-03-20 16:19:35 0,03
4 wian-203223nbwivenl 131155203223 50840 GetBlocks 20190320 16:19:34 0,19
1t wilan-203223nbwitvenl 131155203223 56129 AnnounceBlock 20190320 16:19:34 0,03
1+ wlan-203223nbwivenl 131155203223 56129 DiscoverTopBlockHeight ~ 2019-03-20 16:19:29 000
4 wian-203223nbwivenl 131155203223 50840 GetBlocks 2019-03-20 16:1%:16 17,24
4 wian-203223nbwitvenl 131155203223 50840 SeekBlockchain 2019-03-20 16:1%:16  2.82
4 wian-203223nbwitvenl 131155203223 50840 DiscoverTopBlockHeight ~2019-03-20 16:19:16 000
+ 127001 127001 56130 DiscoverTopBlockHeight  2019-03-20 1551:23 0,00
+ 127001 127.00.1 56503 Handshake 2019-03-20 15:51:23 0,01
1t localhost 127001 56130 Handshake 2019-03-20 15:50:57 0,04
4+ 27001 127001 56313 Handshake 2019-03-20 15:50:57 0,04
+ 127001 127001 56128 Handshake 20190320 15:50:57 0,04
4+ 27001 127004 56503 Handshake 20190320 1550:38 0,04
4 127001 127001 56503 AnnounceBlock 2019-03-20 15:50:29 0,03
4 127001 127001 56503 GetBlocks 2019-03-2015:50:28 0,19
Log @

1. The Type is either incoming or outgoing. An incoming message is represented by a red arrow
facing down; an outgoing message is represented by a green arrow facing up.

The Hostname column displays the hostname of the sender or receiver of the message.
The IP column displays the external IP address of sender or receiver of the message.
The Port column displays the port number of the sender or receiver of the message.
The Message column displays which message was sent or received.

The Time received column displays at which time the message was sent or received.

The Size (kB) column displays the size of the message in kilobytes.

® N o v or W

Each row represents a message. When such a row is clicked, the Message detail view side pane will
open on the right. This shows the request and response of the clicked message in JSON format.
It is also possible to open a Data view dialog (see Section 2.2.10). If the row is clicked again, the
Message detail view side pane will close.

2.5.3 Peer creation

In the Peer creation dialog, new peers can be added manually.

) Peer creation EX
IP or hostname:  brabocoin.org

Port: 56129

ePeer(onnec®cessfu\
(5) Cancel

1. In the IP or hostname field, the IP or hostname of the new peer must be entered. For example,
you can use the external IP address of your peer, which they can find in their peer overview (see
Section 2.5.1).

2. In the Port field, the port number of the new peer must be entered. Again, they can find this port
number in their peer overview. By default, the port number used is 56129.

3. With the Connect button, an attempt will be made connect with the peer. Note that the peer is
not yet added to your list of peers at this point.

4. The status of the connection attempt is displayed next to the Connect button.

5. The OK and Cancel buttons add the peer to your list of peers or close the dialog without adding
the peer, respectively.
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3 Tutorials

In this section, several tutorial will be provided. Section 3.1 provides some tutorials on the installa-
tion of the Brabocoin application. Next, Section 3.2 provides tutorials on the starting of Brabocoin
application. In Section 3.3, some general tutorials are provided. The remaining sections describe the
functionality of the Brabocoin tool, grouped by the main menu item.

3.1 Installation

3.1.1 Installing the Brabocoin application

In order to install the Brabocoin application, the executable must be downloaded from the Brabocoin
website, as described in the procedure.

Windows

1. Goto https://brabocoin.org/download/.

2. Click on the installer you want to download. We recommend to use the Brabocoin-<version>.exe
installer for Windows.

3. Open the file you downloaded.
4. The installation dialog will now open. Follow the instructions of the installation dialog and finally,

click Finish to exit the installation dialog.

Linux and MacOS

Go to https://brabocoin.org/download/.
Download the brabocoin-<version>. jar file.

Open a terminal prompt in the folder in which you downloaded the JAR file.

EalR I

Start the brabocoin application by running the command

$ java -jar brabocoin-<version>.jar

Important

Brabocoin on Linux or MacOS requires an existing Java 8 installation of at least update 181 or
higher. Brabocoin currently does not run on Java 11 or higher.

Installing the headless version

Brabocoin can also be started in headless mode, where no graphical user interface is provided. It
is recommended that headless mode is only used for server installations, as not all functionality is
available in headless mode.

* Go to https://brabocoin.org/download/.

¢ Download the brabocoin-<version>-headless. jar file.

* Open a terminal prompt in the folder in which you downloaded the JAR file.
* Start the brabocoin application by running the command

$ java -jar brabocoin-<version>-headless.jar -p <your wallet password>

3.1.2 Installing the Brabocoin calculator

Next to the Brabocoin application, a Brabocoin calculator was developed, which can be used to calculate
hashes and perform elliptic curve operations manually. See the integrated help page in the calculator
for more information.
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Windows

1. Goto https://www.win.tue.nl/~bdeweger/downloads/BCCv1.0.exe to download the applica-
tion.

2. Open the file that you downloaded. The application will now be opened.

Linux and MacOS

1. Goto https://www.win.tue.nl/~bdeweger/downloads/BCCv1.0. jar to download the applica-
tion.

2. Open the file that you downloaded. The application will now be opened.

Info
For more information on how to use the Brabocoin calculator, click on the ‘Help’ button in the
Brabocoin calculator application.
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3.2

Starting and opening the application

3.2.1 First-time use

When the Brabocoin application is started for the first time, a password must be created that secures
your wallet.

1.

Open the Brabocoin application. First, information will be loaded from disk (see Section 2.1.1).
Then, the Password creation dialog will be opened (see Section 2.1.2).

Enter a password in the Password field.

Repeat the password in the Confirm password field. It is essential you remember this password,
as you are required to enter it every time you start Brabocoin, in order to unlock your wallet.

Click the Unlock button. The application will create your wallet and starts synchronizing the
blockchain. After the blockchain has been synchronized (see Section 2.1.4), you can use the
Brabocoin application.

Important
When you forget your wallet password, there is no way of recovering your wallet.

3.2.2 Starting Brabocoin application

When you start the Brabocoin application at a later point, you already created a wallet the first time
you started the application. The application will ask for your password to unlock the wallet.

1.

Open the Brabocoin application. First, information will be loaded from disk (see Section 2.1.1).
Then, the Unlock wallet dialog will be opened (see Section 2.1.3).

Enter your password in the Password field.

Click the Unlock button. The application will start synchronizing the blockchain (see Section 2.1.4).
After that, you can use the Brabocoin application.

3.2.3 Opening the Brabocoin application

1. Open the Brabocoin calculator executable (BCCv1.0.exe or BCCv1.0. jar).
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3.3 General

In this section, some general tutorials of the Brabocoin application are provided.

3.3.1 Viewing the application log
The application log provides information on what the application is doing.
1. Click the Log icon to open the application log (see Section 2.1.6).

2. If you want to change the logging level, click the dropdown after Show log level. It you want to
close the application log, click the Log button again or click the minus icon in the top right corner
of the application log.

3.3.2 Changing settings
In the settings menu, several settings of the Brabocoin application can be changed.
1. Click the Settings icon to open the Settings dialog (see Section 2.1.7).

2. The settings are grouped by Network, Storage and Consensus. Change any setting by editing the
form fields.

3. Click the Save button. This will display a dialog stating that restarting the application is required.

4. Click the OK button to save the changes and close the application. Manually restart the applica-
tion to apply the changes.

Important

Consensus settings are network-dependent. Make sure you use the same consensus settings as the
other nodes in the network. When you change these values, your blocks or transactions might be
considered invalid by other nodes in the network.

3.3.3 Copy value

On any displayed page, it is possible to copy any value (that is not in a table) in the following way.
1. Right click the value you want to copy.
2. Click Select all to select the value.
3. Right click the selected value.

4. Click Copy to copy the value.

3.3.4 Copy value in a table

Some pages show a table with either blocks, transactions or transaction outputs. It is possible to copy
any value in a table in the following way.

1. Right click on the value in the table that you want to copy.

2. Click Copy to copy the value.
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3.4 Current state

In all tutorials in this section, we assume that the Current state menu item is opened (see Section 2.2).

3.4.1 Viewing information on the current state

The information on the current state is divided up in several pages. These pages can be opened by
clicking one of the tabs. The available tabs are described in Section 2.2.

3.4.2 Viewing and closing detailed block information

The Blockchain, Orphan blocks and Recently rejected blocks pages all display tables of blocks (see Sec-
tion 2.2.1, 2.2.3 and 2.2.5). In these tables, it is possible to open the Block detail view, by clicking on one
of the rows of the displayed tables (see Section 2.2.8). This view provides more detailed information
on the selected block.

1. Click the block in the table of which you want to have more information. The Block detail view
will open. Section 2.2.8 describes the information that is displayed on this page.

2. The Block detail view can also be closed, by clicking on the currently selected block in the table.

3.4.3 Viewing and closing detailed transaction information

The Transaction pool, Orphan transactions and Recently rejected transactions pages display a table of
transactions (see Sections 2.2.2, 2.2.4 and 2.2.6). In these tales, it is possible to open the Transaction
detail view, by clicking on one of the rows of the displayed tables (see Section 2.2.9). This view provides
more detailed infomration on the selected transaction

1. Click the transaction in the table of which you want to have more information. The Transaction
detail view will open. Section 2.2.9 describes the information that is displayed on this page.

2. The Transaction detail view can also be closed, by clicking on the currently selected transaction
in the table.

3.4.4 Validating a block
1. Make sure that a Block detail view is opened, as described in Section 3.4.2.

2. Click the Validate button. If the button is not visible because the block detail view is too narrow,
click the overflow button (displayed by two right carets) and then click Validate.

3. Two types of validation are offered:

* Click Quick for quick validation. Quick validation skips some validation checks, because
these checks are expensive to verify once a block is processed and included in the blockchain.
Contextual checks, which depend on the state of the blockchain when the validated block
was or is connected, are skipped.

* Click Complete for complete validation. All validation checks are executed. Note that when
the blockchain is long, complete validation may take a while to finish, since the state of the
blockchain must be reconstructed for the contextual checks to be executed.

4. The Block validation dialog is opened and validation is started (see Section 2.2.11).

3.4.5 Validating a transaction
1. Make sure that the Transaction detail view is opened, as described in Section 3.4.3.

2. Click the Validate button. If the button is not visible because the transaction detail view is too
narrow, click the overflow button (displayed by two right carets) and then click Validate.

3. The Transaction validation dialog is opened and validation is started (see Section 2.2.11).
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3.4.6 Viewing raw block data

If you would like to verify a block hash manually, you need to calculate the hash of the raw block data.
This information is available in the Data view dialog (see Section 2.2.10).

1. Make sure that the Block detail view is opened, as described in Section 3.4.2.

2. Click the Show data button. If the button is not visible because the block detail view is too narrow,
click the overflow button (two right carets) and then click Show data.

3. The Data view dialog is opened (see Section 2.2.10).

3.4.7 Viewing raw unsigned transaction data

If you would like to manually calculate or verify a signature in a transaction, you need the raw unsigned
transaction data. The raw unsigned transaction data contains all transaction data, except the signatures.
This information is available in the Data view dialog (see Section 2.2.10).

1. Make sure that the Transaction detail view is opened, as described in Section 3.4.3.

2. Click the Show data button. If the button is not visible because the transaction detail view is too
narrow, click the overflow button (two right carets) and then click Show data.

3. Click Unsigned transaction.

4. The Data view dialog is opened (see Section 2.2.10).

3.4.8 Viewing raw signed transaction data

If you would like to verify a transaction hash manually, you need to calculate the hash of the raw signed
transaction data. This information is available in the Data view dialog (see Section 2.2.10).

1. Make sure that the Transaction detail view is opened, as described in Section 3.4.3.

2. Click the Show data button. If the button is not visible because the transaction detail view is too
narrow, click the overflow button (two right carets) and then click Show data.

3. Click Signed transaction.

4. The Data view dialog is opened (see Section 2.2.10).

3.4.9 Propagate a block or transaction over the network

When a valid block or transaction is received, it is automatically propagated to your peers. When the
block or transaction is invalid, it is not propagated automatically. It is, however, possible to propagate
blocks or transactions manually at a later point. It is possible to propagate transactions in the Trans-
action pool and Recently rejected transactions pages (see Sections 2.2.2 and 2.2.6), and blocks in the
Recently rejected blocks page (see Section 2.2.5).

1. Make sure that the Block or Transaction detail view is opened, as described in Section 3.4.2 or
Section 3.4.3, respectively.

2. Click the Propagate to peers button. The block or transaction is now propagated to your peers.

3.4.10 Sort the UTXO set

The UTXO set page displays a table with all unspent transaction outputs (see Section 2.2.7). By default,
it is sorted on block height, then on transaction hash and lastly on block index. It is possible to sort on
other fields in the table as well.

1. Click the table header on the column you wish to sort on. If you want it sorted in reverse order,
click again. Clicking once again removes the sorting condition on the column.

2. If you also want a secondary column to sort on, hold Shift and click in the table header of the
second column you want to sort on. You can also sort on additional columns by holding Shift and
selecting the additional columns.
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3.5

Wallet

In all tutorials in this section, we assume that the Wallet menu item is opened (see Section 2.3.1).

3.5.1 Creating a transaction

To transfer brabocoin easily, you can create a transaction with the Simple transaction creation dialog (see
Section 2.3.3). If you want more insight in the transaction data structure or want to create a transaction
with multiple outputs, you can create an advanced transaction as described in Section 3.5.2.

1.

2
3.
4

o

Click the Create transaction button.

. Click Simple.

Fill in the address of the recipient (in Base58Check format) in the Address field.

. Fill in the amount of brabocoin to be transferred in the Amount field. Note that amounts can be

specified in up to two decimal places.

Fill in the transaction fee in the Fee field.

6. Select a change address by clicking the dropdown and then clicking the address on which you

want to receive the change of the transaction.
Click the Save button to validate the transaction.

If the transaction is valid, a dialog will be displayed confirming whether you want to send this
transaction to your peers. Click the OK button to send the transaction to your peers or Cancel
to stop the procedure. If the transaction is invalid, a dialog will be displayed warning you the
transaction is invalid. Click the OK button to send the transaction to your peers anyway or Cancel
to stop the procedure.

3.5.2 Creating a transaction (advanced)

If you want more insight in the transaction data structure or want to create a transaction with multiple
outputs, you can create an advanced transaction with the Advanced transaction creation dialog (see
Section 2.3.4).

1.

10.
11.

A T

Click the Create transaction button.

Click Advanced.

Click the plus icon below the Outputs table to add a new empty output.

Fill in the Address of the recipient (in Base58Check format) and the Amount (in brabocoin).
Repeat steps 3 and 4 for all additional outputs you wish to add.

Click the Find inputs button if you want to find unspent transaction outputs automatically. These
are used as inputs for the created transaction and will appear in the inputs table. It is also possible
to enter the inputs manually with the following steps:

(a) Click the plus icon below the Inputs table to add a new empty input.

(b) Fill in the the Referenced transaction hash and Output index of the referenced unspent trans-
action output.

(c) Repeat steps 6a and 6b for all additional inputs you wish to add.
Click the Create change button.
Fill in the transaction fee in the Fee field.

Select a change address, by clicking the dropdown and then clicking the address on which you
want to receive the change of the transaction.

Click the OK button.

Click the Sign button if you want to create the signatures of the transaction automatically. It is
also possible to enter the signatures manually with the following steps:
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(a) Click the plus icon below the Signatures table to add a new empty signature.
(b) Fill in the R value, the S value and the Public key.

(c) Repeat steps 11a and 11b for every additional signature you wish to add. The amount of
signatures must be equal to the amount of inputs, as each signature signs one input.

12. Click the Send button to send the transaction.

13. If the transaction is valid, a dialog will be displayed confirming whether you want to send this
transaction. Click the OK button to send the transaction to your peers, or Cancel to stop the
procedure. If the transaction is invalid, a dialog will be displayed stating this. Click the OK
button to send the transaction to your peers anyway, or Cancel to stop the procedure.

3.5.3 Creating a new key pair

The Brabocoin wallet keeps track of all your addresses. The first address is created automatically when
the application is first started (see Section 3.2.1). Additional addresses must be created manually.

1. Click the Create key pair button. This will add a key pair to your list of key pairs.

Info
Generating a new key pair might take several seconds.

3.5.4 Saving the wallet

The wallet is automatically saved when you close the Brabocoin application. It is also possible to save
your wallet manually.

1. Click the Save button. This will save the wallet.

Info
We recommend saving your wallet manually every time after you generate a new key pair.

3.5.5 Copy an address from your key pairs

1. In the Key pairs table, right click on the row that contains the key pair of which you want to copy
the address.

2. Click Copy address to copy the address.

3.5.6 Copy a private key from your key pairs

In a normal cryptocurrency wallet, you never want to copy a private key, for security reasons. However,
private keys can be used to create signatures manually or to allow others to try to forge a signature and
thus, steal your funds. Therefore, copying a private key is made available in the Brabocoin application.

1. In the Key pairs table, right click on the row that contains the key pair of which you want to copy
the private key.

2. Click Copy private key to copy the private key.

Important

If you want to protect your funds, never share your private key with others! Anyone with the
private key has full control of the funds paid to the corresponding address.

3.5.7 Viewing transaction information in transaction history

In the Transaction history page is opened, the most important information of each transaction is dis-
played (see Section 2.3.2). It is possible to view additional transaction information by opening the
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Transaction detail view (see Section 2.2.9).

1. Click the transaction in the table of which you want to have more information. The Transaction
detail view will open. Section 2.2.9 describes what information is displayed on this page. Sec-
tions 3.3.3, 3.4.5, 3.4.7 and 3.4.8 describe more detailed tutorials about the Transaction detail
view.

2. The Transaction detail view can also be closed, by clicking on the currently selected transaction
in the table.
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3.6 Mining

In all tutorials in this section, we assume that the Mining menu item is opened (see Section 2.4.1).

3.6.1 Continuously mine

In Continuously mine mode, once a new block is mined, the application automatically starts to mine on
top of the newly mined block.

1. Click the Continuously mine button. The application is now mining and will not stop unless you
click the Stop button or close the application.

3.6.2 Mining a single block
When Mining a single block, once you have mined a new block, the mining procedure stops.

1. Click the Mine single block button. The application will now mine a single block. If another
block is received from the network before the block is mined, the application will stop mining
immediately.

Info
By default, the block is mined on top of the current top block in the blockchain. See the tutorial
in Section 3.6.5 if you want to mine on top of another block.

3.6.3 Stop mining
This procedure will stop any running mining procedure.

1. Click the Stop button. The application will now stop mining.

3.6.4 Changing the mining reward address

Using this tutorial, you can specify which address you wish to receive your mining rewards and trans-
action fees on.

1. Click the Configuration button. This opens the Mining configuration dialog (see Section 2.4.2).

2. Select the mining reward address by clicking the dropdown and then clicking the address on
which you want to receive the mining reward.

3.6.5 Changing the previous block hash

Using this tutorial, you can specify which block will be included in your block as parent. When you
start a mining procedure, a new block will be mined on this specified block.

1. Click the Configuration button. This opens the Mining configuration dialog (see Section 2.4.2).
2. Uncheck the Mine on top block checkbox.

3. Enter the block hash of the block on which you want to mine. When mining a new block, this
block will be used as previous block hash.

Info
Check the Mine on top block checkbox again if you want to automatically mine on the current top
block in the blockchain.
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3.7 Network

In all tutorials in this section, we assume that the Network menu item is opened (see Section 2.5.1).

3.7.1 Adding a peer
To connect to another node in the Brabocoin network, you need to add them as a peer.
1. Click the plus icon in the bottom right. This opens a Peer creation dialog (see Section 2.5.3).

2. In the IP or hostname field, the IP or hostname of the new peer must be filled in. For example,
you can use the peer’s external IP address. They can find their external IP address on their peer
overview page.

3. In the Port field, the port number of the new peer must be filled in. This port is stated on their
peer overview page and is 56129 by default.

4. Click the Connect button. The status of the connection attempt will be displayed next to this
button. If the connection failed, check whether the IP or hostname and Port fields are filled in
correctly and try again.

5. Click the OK button to add the peer.

3.7.2 Viewing message data

If the Messages page is opened (see Section 2.5.2), all incoming and outgoing messages between you
and your peers are displayed. It is possible to view the raw message data of a message that was sent
by clicking on the message.

1. Click the message in the table of which you want to see the raw message data. The request and
response of the messages will be displayed in JSON format.

2. To view the request or response of the message in hexadecimal format, click the Show data but-
ton above the message. This will open a Data view dialog ((see Section 2.2.10) of the selected
message.
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